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(57) Abstract :

Cloud computing service providers (CCSP) are constantly at risk of suffering from performance loss. Cloud computing infrastructure
allows users to rent computing resources at a fraction of the cost it would have otherwise taken to procure setup and maintain costly
hardware and software systems. However, for a cloud computing service to stay relevant and enjoy the goodwill of its consumers, it
needs to push the envelope of performance without sacrificing data security or vice versa. While Secure Socket Layer and related
securityalgorithms have now come a long way since it was first introduced by Netscape very early on in the Internet age, there is a
drawback that researchers have found associated with it. Performance degradation is a clear and present threat that cloud computing
service providers are keen to avoid. In this paper, we present a proposed solution that is novel in its approach as we consider an
existing commercial offering from F5, Inc., a renowned network equipment manufacturer, and incorporate its product — BIG-IP, into
an experimental framework that promises to offer high availability, redundancy, load balancing and secure data channel
simultaneously.
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